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1
Decision/action requested

It is proposed to approve this pCR to remove the editorial notes on the KI # 1.4 Conclusion to eNA study TR 33.866.
2
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3
Rationale

This document proposes to remove the Editor's Notes: “Editor’s Note: Whether the Solution #5, which satisfies the requirements in case that the collected data is requested to be formatted/processed, is recommended is FFS. It employs end-to-end protection of the data between the data producer and consumer.”
Solution #5 proposes security of data via messaging framework by providing end to end integrity and confidentiality protection and specifically addresses the use case when the collected data is not required to be formatted/processed. 

In TS 23.288 MFAF has standardized services i.e. (Nmfaf_3caDataManagement Service and Nmfaf_3daDataManagement Service) which enable the MFAF to interact with the Messaging Frameworks. The data source sends the data directly to the MFAF, and the MFAF sends the data to the data consumer via its Nmfaf_3caDataManagement Service. 

The interfaces to the Messaging Framework have now been defined, and also other NF(s) are interacting with MFAF via SBI and not directly with the Messaging Framework. Therefore, the security of data with respect to integrity protection and confidentiality protection can be ensured by the existing SBI security principles as defined in TS 33.501.
Therefore, explicit end to end protection of the data sent via MFAF and the changes to the NFs as proposed by the Solution #5 are not needed since the current SBI mechanisms provides sufficient protection of data. 
4
Detailed proposal

************** START OF CHANGES
7.1.4
Conclusions on Key Issue #1.4

This contribution proposes to use Solution #15 (Protection of data sent via MFAF using existing SBA mechanisms)  as the normative basis for key issue #1.4 (security protection of data via Messaging Framework. The Solution #15 proposes to re-use existing SBA security mechanism and it satisfies the security requirements of key issue #1.4.


************** END OF CHANGES

